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1 Purpose

This Procedure applies to the Department for Education, Children and Young People (DECYP)
sites, the following areas are out of scope of this Procedure:

* Ashley Youth Detention Centre, which has its own site-specific procedure for CCTV and cameras
» the use of body worn cameras
» the use of cameras in vehicles.

This Procedure sets out a consistent approach to using, managing and operating Closed Circuit
Television (CCTV) hardware and software at DECYP sites.

This Procedure relates to the following principle from the DECYP Protective Security Policy:

Security approaches will be guided by a risk management approach: A risk management
approach to Protective Security will allow us to identify, monitor and mitigate risk.

2 Overview

As a government department our people, children, young people, families, information and assets
are valuable and can be vulnerable to security and criminal incidents. CCTV is one of a range of
mitigation options that can be considered to support and enhance the ability to provide a safe and
secure environment. Providing a safe and secure environment is a core requirement to ensure our
children and young people are known, safe, well and learning, and also to ensure our staff feel
safe and well at work.

All DECYP workers have a role in keeping children and young people safe. CCTV is not a
replacement for active supervision. It should complement and enhance human-led safeguarding
practices.

The actions outlined in this procedure must be followed to effectively use, manage and operate
CCTVW.

3 Roles and responsibilities

3.1 Site Managers

Are employees at DECYP, usually they would be the most senior individual accountable for
governance at the site (e.g. a School Principal, School Business Manager, Centre Leader Child
and Family Centre, Library Operations Manager).

Maintain that CCTV at their site is being used, operated and managed in accordance with this
Procedure.

Approve CCTV Officers to use and operate CCTV at their sites.

Ensure CCTV Officers have received appropriate training in the use of the CCTV system (this can
be delegated to a CCTV Officer).
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Ensure that CCTV Officers are using, operating and managing CCTV in accordance with this
Procedures.

Ensure the required ‘CCTV Site Log Book’ is maintained by themselves or the CCTV Officers (see
CCTV Site Log Book). If you are currently using the DECYP preferred Verkada Command
platform then the requirements to maintain ‘CCTV Site Log Book’ is not required as it is
completed in the system.

Fund, or source/request funding, for new CCTV or upgrades to CCTV at their site.
Understand how to operate CCTV for their sites.

Approve release of extracted footage to a third party as permitted or required by law.
Procure relevant signage and ensure it is displayed as required by this Procedure.

Ensures any breaches of this Procedure are managed in accordance with the DECYPs Conduct
and Behaviour Policy.

Can approve contractors to assist with set up and CCTV system modifications.

Note: there would usually only be one Site Manager role for the purposes of CCTV. However, there
may be instances where this is a shared role (e.g. at a school where the School Business Manager
shares a maijority of administrative responsibilities).

3.2 CCTV Officers

Are employees at DECYP who work at the site (e.g. a School Business Manager).
Use and operate CCTV in accordance with this Procedure.

Support the Site Manager in ensuring that the required “Logs” are maintained (see CCTV Site Log
Book).

Understand how to operate CCTV on their sites.

They must not be other DECYP staff who visit the site.

3.3 Information and Technology Services (ITS)

Provide technical advice to Site Managers and CCTV Officers on CCTV hardware and software.

Technical advice does not extend to operating CCTV hardware and software on behalf of a Site
Manager or a CCTV Officer.

Manage the contract between DECYP and the DECYPs CCTV approved vendor/s.
Serve as a liaison point with the DECYP approved CCTV vendor/s.
Provide technical set up of DECYP systems for the CCTV vendor/s.

Can view cameras and the CCTV system for system setup and modification purposes.

3.4 Security and Emergency Management

Manage this Procedure to ensure compliance with legislation and alignment with best practices in
CCTV operations.
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Provide training and guidance in relation to the application of this Procedure.

3.5 Facility Services

Provide building and related infrastructure advice to sites for CCTV systems.

In a high priority instance Facility Services would arrange installation of a CCTV system in
collaboration with the site managers, ITS and SEM.

3.6 Legal Services

Manage the DECYP Personal Information Protection Policy which details how DECYP manages
personal information under the Personal Information Protection Act 2004 (Tas) (PIP Act 2004).
CCTV footage is deemed to be “personal information” under the PIP Act 2004 and must not be
used or disclosed unless the exceptions of the PIP Act 2004 apply.

Manage the administration and provision or information and records to a broad range of parties,
including Tasmanian Police, lawyers, courts of tribunals in relation to personal information
collected, including through the use of CCTV equipment.

Manage requests for information under the PIP Act 2004 and the Right to Information Act 2009
made by individuals, or their lawyers, including requests for personal information collected through
the use of CCTV equipment.

Support schools, libraries, CFLC’s and other DECYP sites in relation to third party requests for
CCTV footage.

3.7 Agency Security Advisor

The Agency Security Advisor is a role that is defined in the DECYP Protective Security Policy.

They will give advice on the use on the use of cameras being used for covert surveillance. Any
enquiries in relation to this must be made via emergency@decyp.tas.gov.au.

3.8 Workers

Understand, and are aware that, CCTV is used by DECYP at various sites and the reasons why it
is used.

4 Process

4.1 Why do you need a CCTV system

CCTV can be an effective tool for mitigating and responding to safety and security issues. Some of
these issues may include theft, arson, trespass, physical attacks, graffiti, burglary, instances of
inappropriate conduct by workers, children or young people and emergency monitoring. Through
the capturing of images, CCTV can be used to respond to and review data and information that
can be used as evidence to support site managers with safety and security incidents. CCTV can
also be used to assist internal business units such as Workplace Relations and external agencies
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(such as law enforcement agencies) to respond to, identify, review and investigate safety and
security incidents.

When considering a new system, or upgrades to an existing system, it should initially be
established why, and what the reasons are, of the need for that upgrade or new CCTV system.
Some of the reasons DECYP might consider the use of CCTV are:

* anincrease in incidents at a particular location

» specific asset protection is required on a site

» the need to determining a person’s identity if required

+ to manage safety incidents/issues in a particular location.

Before a CCTV system is upgraded or installed a clear purpose for the use of the CCTV should be
identified. The main purpose of CCTV usage is to protect the safety of workers, children, young
people and the community who use our services, this includes:

» deterring unlawful activity on the sites
+ investigating any allegation or reasonable suspicion of unlawful activity on a site

» taking criminal, civil or disciplinary action in relation to any allegation or reasonable suspicion of
unlawful activity on a site or

» protecting the safety of people on our sites, including parents, carers and members of the
community.

4.2 Which CCTV systems can be installed

DECYP has authorised an approved vendor/s that installs CCTV hardware and software. ITS
manages the contract with the approved vendor/s. The vendor/s will install cameras and software
that have been approved by DECYP.

The vendor/s will also provide the following services for Site Managers:

» suggested locations of cameras, including site maps that show the locations of cameras

» adescription of the cameras that will be used

» examples of how the system can be used

* instructions on how to use the system, including training documentation for the system

+ support using the system, including troubleshooting any issues the system presents for users.

Site Managers must contact ITS to discuss installation of all new CCTV systems and upgrades to
existing ones. ITS will provide guidance to the Site Manager on the type of CCTV system that
should be used and the vendor/s that should be used.

Site Managers or CCTV Officers must work with the vendor/s to determine the costs and
timeframes involved in any CCTV installations. ITS can be contacted during the CCTV installation
project for help, advice and support.

DECYP recognises that Site Managers may have to upgrade older or current systems that use
older technologies, and that it may not be possible financially, or from a system perspective, for a
site manager to make upgrades using DECYPs approved vendor. In instances such as these the
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Site Manager should discuss the issue with ITS initially to organise the best approach for the
upgrade.

4.3 Signage and Privacy Notices

Signage is a minimum requirement by DECYP to ensure we meet our requirements under the PIP

Act 2004. All sites have a responsibility to ensure that there is signage that notifies workers,
children, young people, visitors, contractors and/or the general community that CCTV is in
operation.

At a minimum signage must be placed at all site entry and exit points and it should be:

» easily understood by all parties, including people from non-English speaking backgrounds — signs
should include a mix of text and symbols

* implemented in a way that respects cultural practices and sensitivities

» clearly visible, distinctive and located in areas with good lighting, placed in normal eye range and
large enough so that any text can be read easily

» checked regularly for damage/theft/vandalism.

Sites are responsible for procuring signage. The DECYP approved vendor/s can be consulted and
provide quotes for this.

Sites are also encouraged to have a Privacy Notice. If a site has a Privacy Notice it should:
» explain the purpose of the CCTV system

» provide locations of CCTV cameras (either by listing the locations or providing a map)

» explain how to request a record of any footage

+ provide a link to this Procedure for further information on how the site may use the CCTV system
and who may access the footage.

A Privacy Notice has been developed and can be downloaded here, it can be linked to an
individual website, or be made available at a site via hard copy.

Legal Services are available to review any privacy statements upon request.

4.4 What you can use the CCTV footage/data/systems for

Live footage must only be used in the following situations:

+ to provide situational awareness of incidents that pose a risk to the security, health or safety of the
DECYP community

+ to provide situational awareness following a DECYP alarm activation or other incident trigger.
» Recorded footage must only be used in the following situations:
+ to review and provide evidence of an incident that the site has become aware of

+ to review and provide evidence of an incident that the site has become aware of through a third
party as permitted or required by law (this includes Tasmanian Police).
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If the camera is equipped to capture audio, the audio capture must be disabled and remain
disabled at all times. CCTV systems must not be used to capture any live or recorded audio.

Please also note information in Section 4.8 in relation to Viewing Footage.

If you are unsure if you can use CCTV footage for a specific situation, please contact
emergency@decyp.tas.gov.au.

4.5 What you can’t use CCTV footage/data for

To view live footage unless otherwise for a reason listed under section 4.4 and 4.12.

Without a person’s consent. It is an offence under the Listening Devices Act 1991 (Tas) to record
or listen to a private conversation without the express or implied consent of all parties and also an
offence under the PIP Act 2004 if certain conditions are not met. This is the reason why DECYP
requires signs and information about privacy that are publicly available and also why personal
information must remain secure and destroyed or de-identified when it is no longer needed.

For the performance management of staff/monitor staff performance.
To view events that otherwise cannot be attended in person.

For the purpose of covert surveillance except in accordance with this policy (refer section 4.14
Covert Surveillance).

To view private areas including:
+ toilets

* change rooms

* dressing rooms

* showers.

If you are unsure if you can use CCTV footage for a specific situation, please contact
emergency@decyp.tas.gov.au.

4.6 Maintenance

Site Managers/CCTV Officers are accountable and responsible for maintaining their site’s facilities,
including CCTV hardware and software.

Each system will have different requirements, and the maintenance of a system should be
conducted in accordance with the system specifications.

CCTV cameras can be affected by vegetation, insects and other building works. A regular audit of
the system should be conducted to determine if cameras require cleaning or if the camera is still
effective. This audit can be as simple as viewing footage through a camera and ensuring the
directional capabilities of CCTV cameras are effective. A regular audit will determine if site
maintenance is required to increase camera visibility, or if the location of a camera needs to be
changed.

Site Managers should consider a regular audit to check cameras and ensure the system is working
effectively. This would include checking that the CCTV footage is being stored for the minimum
timeframes outlined in 4.11, and would also include a regular cleaning schedule for the cameras.
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4.7 Communicating that sites use CCTV

For schools that are installing new systems the Site Manager must discuss and consult initially with
the School Association Committee around the decision to have CCTV installed on the site. The
Site Manager may also extend consultation to other members of the school community including
staff, students, families and community members.

For those sites other than schools the site manager may extend consultation to relevant
community members of the site around the decision to install CCTV.

4.8 Viewing footage

CCTV systems and data is owned by DECYP.
The only people who can view live or recorded footage are:
» site Managers and CCTV Officers

» relevant DECYP units, such as SEM, Work Health & Safety, Legal Services and Workplace
Relations

» any other third party as permitted or required by law (these could include Tasmania Police; The
Integrity Commission; The Tasmanian Ombudsman; The Custodial Inspector; The Office of the
Independent Regulator).

Third party requests to view the footage must be made in writing by that person or that
organisation and provided to the Site Manager (see section 4.10).

A Site Manager may show, but not release, specific footage of an incident to those directly involved
(for example, the parent of a student), provided:

* The Site Manager considers it appropriate and necessary to support the person involved to
understand the specifics of an incident.

* It would not cause a health, wellbeing or safety risk to any other person.

* It would not prejudice the investigation of an incident or Employment Direction 5 investigation.
* No other persons have been recorded in that footage.

Depending on the CCTV system installed there will be different ways to view CCTV footage.

When viewing footage, if workers have concerns about child abuse, they must follow the Step-by-
Step Guidance for Concerns, Information and Incidents of Child Abuse.

4.8.1 Cloud based systems (no standalone computer required)

Where a cloud-based CCTV system is installed, footage may be accessed by Site Managers and
CCTV Officers through their own MyLogin credentials on DECYP-managed devices, including from
locations outside the DECYP network. Access to the CCTV system is granted through MyLogin,
and all access must be approved by the Site Manager.

For auditing purposes cloud-based systems enable Site Managers to view audit logs of users who
have accessed CCTV footage and who have downloaded footage.
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4.8.2 Standalone systems (standalone computer required)

Access to viewing CCTV footage on a standalone CCTV system requires a person to log in on a
standalone computer. These computers must be located in a locked area. Login and passwords to
view CCTV footage on the standalone computer must be kept safely and securely, with only Site
Managers and CCTV Officers having access to the login and password details. Generic log ins and
passwords need to be avoided.

All instances of viewing CCTV footage must be recorded using the ‘Viewing CCTV Footage Log’ in
the ‘CCTV Site Log Book'’.

4.9 Extracting footage

Extracted footage is when recorded footage is taken from the system for review in relation to
evidence or an incident.

The only people who can extract recorded footage are:

» Site Managers and CCTV Officers.

Whereby the Site Manager and nominated CCTV Officers can both extract footage, it is only the
Site Manager who has the responsibility to approve the footage to be extracted from the CCTV
system. Approval should be recorded in writing and also using the CCTV Site Log Book.

Footage can only be extracted for one of the following reasons:

» to review and provide evidence of an incident that the site has become aware of for internal
review

» to review and provide evidence of an incident that the site has become aware of through a third
party permitted or required by law (see Section 4.8)

+ to provide to Legal Services pursuant to an information request under the PIP Act 2004, the Right
to Information Act 2009, summons or subpoena etc.

Once footage has been extracted the CCTV Site Log Book must be completed and extracted
footage must be retained for the period specified in section 4.11.

If DECYP is providing footage to another organisation it must retain a copy of the request for the
footage and a copy of the footage for the period specified in section 4.11.

If an image is shared with staff to identify a person from CCTV footage this must only occur on
DECYP devices and the decision to do this must be made by the Site Manager.

4.10 Provision of extracted footage

CCTV footage must only be accessed for the purposes set out in this Procedure and only by the
following people:

+ the Site Manager and nominated CCTV Officers
» any other third party permitted or required by law as set out in Section 4.8.

The PIP Act 2004 allows for personal information to be used and disclosed where it is reasonably
believed that the use or disclosure is reasonably necessary for safety, or law enforcement
purposes or where there is reason to suspect that unlawful activity has been, is being or may be
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engaged in, and uses or discloses the personal information as a necessary part of its investigation
of the matter or in reporting its concerns to relevant persons or authorities. This includes the
prevention, detection, investigation, prosecution or punishment of criminal offences or breaches of
law imposing penalty or sanction. This means that data obtained through DECYP CCTV systems
may only be viewed by and released when the appropriate authority exists. An example of this is
the release of data to law enforcement agencies, such as Tasmania Police.

A request to extract footage from the CCTV system must be submitted to the Site Manager in
writing (e.g. via email). The written communication should detail:

» why the information is being sought (e.g. police investigation)
» the date and time range of information sought
» the details of the applicant (name, position/rank, contact details).

The written communication should be saved in a secure place (e.g. Content Manager/TEAMS) and
be able to be located for future purposes. A record of the extraction must be completed in the
CCTV Site Log Book. A copy of the footage that has been extracted must also be kept for future
purposes and for the time periods specified in Section 4.11. This applies even if the footage is
extracted and provided to an external organisation.

Following a request for footage if the Site Manager is unsure if they can provide the footage they
can request further advice from Legal Services. Legal Services will then determine if the request
for footage can be approved.

Footage must not be extracted unless it falls within a reason under Section 4.4.

If footage is being provided to another internal area at DECYP, that area becomes responsible for
retaining the footage according to this Procedure. Two examples are provided below:

1. Legal Services receive a request for footage through a subpoena or otherwise from a third party
2. Legal Services request the footage from the site manager

3. The Site Manager provides the footage to Legal Services

4. Legal Services retain the footage in accordance with this Procedure

5. Legal Services provide the footage to the third party.

OR

1. Workplace Relations request the footage from the site manager

2. The Site Manager provides the footage to Workplace Relations

3. Workplace Relations retain the footage in accordance with this Procedure.

If footage has been provided to a third party, then it becomes that third party’s responsibility and
their own policies and procedures govern the management of the storage and retention of it.

CCTV cannot be released to unauthorised persons, including staff, members of the public,
students, children, young people or parents. Instead, they may make a request for the CCTV
footage through DECYP Legal Services via email RTI.PIP@decyp.tas.gov.au or phone (03) 6165
6187. Further information on this process can be found at Personal Information - Department for
Education, Children and Young People.
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4.11 Storage and retention of footage

All DECYP CCTV systems require the ability to store non-extracted footage for a minimum of 30
days.

Once footage has been extracted from a CCTV system the storage retention requirements are
governed by the Archives Act 1983 (Tas) and any relevant disposal schedules and disposal
freezes that have been issued by the State Archivist.

The current retention periods for extracted footage are as follows:

* a4b5-year period of retention for extracted footage which may corroborate future allegations of the
abuse of children and young people

* a 125-year period after the birth of the child or young person for extracted footage that relates
directly to allegations made within the 45-year delayed disclosure retention period.

Extracted footage should be kept in a safe and secure place (either physically or electronically). It
needs to be transferred to the State Archives office if it relates to a major incident.

4.12 Viewing live CCTV footage

Live footage can be used for the following:

+ To provide situational awareness of incidents that pose a risk to the security, health or safety of
the DECYP community

» To provide situational awareness following a DECYP alarm activation or other incident trigger.

4.13 Shared sites

4.13.1 DECYP shared site (DECYP business units operate at the same site)

At DECYP shared sites, where a number of DECYP business units or services are co-located, for
example Libraries and CFLCs, the Site Manager and CCTV Officers are responsible for managing
CCTV systems.

4.13.2 Non DECYP shared sites (DECYP leases from another entity that has
CCTV in place)

At non-DECYP owned sites, where DECYP leases the site from another entity that has CCTV in
place, the DECYP Site Manager must retain a copy of the site owners CCTV policies and
procedures.

This Procedure applies to the non-DECYP owned site.

The Site Manager must have an understanding of how to access their CCTV footage, with
arrangements made with the site owner.

If there are any concerns with the site owners accessing CCTV footage or camera sat the site, you
should contact Legal Services for further advice.
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4.13.3 Non DECYP entity shares a DECYP site

As outlined under the roles and responsibilities section, only DECYP employees can be Site
Managers or CCTV Officers. Where another organisation uses a DECYP site, that organisation
can apply to view footage following the process as per section 4.10.

4 .14 Covert surveillance

Sites are not permitted to undertake covert (or hidden) surveillance using CCTV systems.

Enquiries regarding installation of CCTV cameras for the purpose of covert surveillance must be
made to the Agency Security Advisor, who will instigate a broader collaborative approach involving
Legal Services to determine if a covert CCTV system installation is the most appropriate course of
action and complies with legislation.

DECYP will only consider allowing CCTV installation for the purpose of covert surveillance in
exceptional circumstances and when the installation and surveillance complies with legislation.

4.15 Regular camera audits

The cameras should be audited regularly to ensure they are still achieving the purpose they were
installed for and working correctly. Common issues relating to ongoing camera maintenance are
the build-up of insect and animal debris, foliage covering fields of vision and relocation of
entrances and buildings.

4.16 Non cloud-based systems

There will be several sites that have CCTV systems, whereby older CCTV hardware and software
are still in use. For older systems Site Managers may also need to seek repairs and replacements
for hardware and software with the original vendor/s who installed the system. In situations such
as this Site Managers are strongly encouraged to contact ITS to discuss the value proposition of
replacements to CCTV legacy systems.

4.17 Complaints and CCTV footage

Where available, DECYP may review CCTV footage to investigate incidents that are the subject of
concerns or complaints. If children, young people, parents, members of the public, or staff would
like to share a concern or make a complaint relating to an incident that may have been captured by
CCTV footage they should follow the instructions located on
www.decyp.tas.gov.au/aboutus/compliments-and-complaints. CCTV footage that is accessed to
investigate a complaint is unable to be screened to, or shared with, unauthorised persons. If a
complainant wishes to access CCTV footage, they may make a request for the footage through
DECYP Legal Services (per section 4.10 of this Procedure).

5 Related policies

» DECYP Protective Security Policy

« Records Management Policy
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* Right to Information Policy and Procedures

+ Risk Management Policy

< Emergency Management Policy

* Work Health and Safety Policy

¢ Personal Information Protection Policy

* Duty of Care to Children and Young People

6 Related procedures

+ Data and Information Procedure

 Document and Records Management Procedure

* Right to Information Policy and Procedures

¢ Risk Management Procedure

* Security and Emergency Management Procedure

* Work Health and Safety Roles and Responsibilities Procedure

7 Supporting information/tools

* Alarm Systems - Guideline

» Australian Standard 4806.1-2206: Closed circuit television (CCTV)

* Built Environment Guide

« CCTV Site Log Book

« CCTV Privacy Notice template

« DECYPs Emergency Planning intranet site

« DECYPs Protective Security intranet site

* |nformation Requests — intranet site

* Lighting Guideline
» Office of the State Archivist website

* Retention and Disposal Schedule for Functional Records of the Department of Education

* Security Monitoring Guideline

» Site Security Infographic

8 Definitions

Child Abuse
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In the context of this Procedure, abuse means child abuse and encompasses any or all types of
abuse and neglect, including physical abuse, emotional abuse, sexual abuse, and exposure to or
involvement in domestic and family violence.

Closed Circuit Television (CCTV)

Closed circuit video surveillance which is transmitted to a limited number of monitors at a specific
site, property or area. *Note this does not include body worn cameras.

Incident

An unplanned event that causes or could cause harm (iliness, injury, damage) to persons, plant or
material. This includes near-miss events where the incident could have resulted in harm but did
not.

Law Enforcement Agency

Includes a police force or police service of Tasmania, any other State or the Commonwealth, the
Attorney-General, the Solicitor-General, the Director of Public Prosecutions and the State Litigator
and any other organisation as listed in the PIP Act 2004.

Personal Information

Any information or opinion in any recorded format about an individual:

a) whose identity is apparent or is reasonably ascertainable from the information or opinion
b) who is alive or has not been dead for more than 25 years.

Vendor

The organisation that DECYP has entered into a contractual agreement with to install hardware
and software.

Worker

As defined in the Work Health and Safety Act 2012. A worker is a person carrying out work in any
capacity for DECYP, including work as an employee, contractor, subcontractor, employee of a
contractor or subcontractor, employee of a labour hire company, outworker, apprentice, trainee,
work experience students, volunteer, or a person of a prescribed class.

9 Legislation

Archives Act 1983

Personal Information Protection Act 2004

Right to Information Act 2009

Listening Devices Act 1991
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