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1 Purpose

The Department for Education, Children and Young People (DECYP) is committed to identifying
risks that can impact business operations early and responding to incidents that can cause long-
term and short-term disruptions. This approach supports business operations and safeguards the
safety, health and wellbeing of our people. In order to do this, DECYP requires business continuity
planning for its critical business functions.

This Policy outlines the model for business continuity, key responsibilities and defines key terms to
provide a shared understanding of Business Continuity Management (BCM) in DECYP’s approach
to BCM.

2 Policy statement

Business Continuity Management (BCM) is DECYP’s comprehensive, whole of agency approach
to managing business continuity. It covers all phases of incident management (see Figure 1). BCM
will assist DECYP to Prevent, Prepare, Respond and Recover (PPRR) from incidents. This is a
conceptual model which DECYP has adopted from the Australian Inter-service Incident
Management System (AIIMS).

Prevent and Prepare (before an
incident)

Identify and review critical business
functions

Annual update of business
continuity plans

Test business continuity plans

Reponse (during an incident)

Recovery (post incident) Identify critical business functions
Identify issues associated with impacted
business continuity strategies Identify resources required for those
Implement learnings to inform critical business functions
business continuity plans Implement business continuity plan
strategies

Figure 1. BCM covers all phases of incident management

Establishing a BCM model will enable DECYP to reference plans and strategies, as well as identify
those responsible for designing and implementing them, supporting effective business continuity.
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The BCM model is defined by understanding the following key terms:

. Business Continuity

° Critical Business Functions

. Business Continuity Plans

. Resources required for Critical Business Functions
° Roles and Responsibilities.

2.1 Business Continuity

Business Continuity is the uninterrupted availability of key resources, within predetermined
timeframes, supporting critical business functions at DECYP.

2.2 Critical Business Function

A critical business functions is an activity (a service, function or asset) that must be restored in the
event of disruption to enable DECYP to protect its people, assets, and information, as well as
meeting organisational needs and comply with legislative and regulatory requirements.

A critical business function will have a number of different resources so it can operate (see Figure
2).

The recovery of DECYP Critical Business Functions following an incident is required to reduce the
risk of impacts to:

o the safety, health and wellbeing of our people, children and young people
. delivery of services to meet client outcomes

. compliance with legal and regulatory requirements

. our reputation and maintaining the confidence of key stakeholders

o finances

. the environment.
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Figure 2. Resources that may be required to operate Critical Business Functions

2.3 Business Continuity Plan

A Business Continuity Plan (BCP) identifies information about the critical business function and
outlines strategies for the loss of resources required to operate that critical business function.

DECYP will maintain BCPs in a consistent manner to enable a standardised approach to plan
information collection.

Reviews of BCPs should be conducted annually and following any incident where a BCP was
used. This reinforces DECYP’s commitment to the PPRR model and continuous improvement.

2.4 Resources for Critical Business Functions

BCPs should account for any incident that may impact single or multiple resources required to
operate critical business functions. A business continuity strategy should be developed before a
resource is lost through an incident. The loss of resources that need to be considered are:

Locations, buildings and rooms: areas where the critical business function is delivered or
housed. For example, a school, library, individual classroom, data centre, or corporate office.

People: workers required to operate the critical business function. For example, teachers, lawyers,
child safety officers, or library staff.

Utilities: electricity, water and gas supplies. DECYP does not have many specialist utilities (unlike
a hospital or university), however, if there were specialist utilities they would be included in this
resource.

Equipment: items required to assist in delivering the critical business function. For example,
computers, PA systems, or alarms.
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Suppliers: third parties required for the delivery of the critical business function. For example,
companies that provide security services, cleaning services or transport services that assist in
maintaining the critical business functions

Information and technology systems: systems required to operate the critical business
functions. For example, Technology 1, Service Now, Content Manager, Empower.

Other business unit, section or area: internal areas that DECYP relies on for delivery of the
critical business function. For example, Information Technology Services, Facilities, or
Communication Services.

As part of business continuity activities, critical business functions should be reviewed annually to
ensure they remain relevant for business continuity.

3 Related policies

. Cyber Security Policy

. Emergency Management Policy

. Fraud and Corruption Control Policy

. Protective Security Policy

. Risk Management Policy

. Tasmania’s Protective Security Policy Framework

4 Related procedures

. Business Continuity Management Procedure

. Fraud and Corruption Control Procedure

) Risk Management Procedure

. Schools and Child and Family Learning Centres Critical Incident Response Procedure

. Security and Emergency Management Procedures

) Use of DoE Data and Information Procedure

5 Supporting information/tools

o Organisational Safety will develop supporting information and tools and make them available
on the DECYP Intranet Security and Emergency Management page.

6 Definitions

Business Continuity Model

A framework to ensure DECYP can continue with operations after disruptive events in pre-
determined timeframes.
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Business Continuity Plan

The plan that outlines roles, strategies and actions to take during and after disruptive events.
Critical Business Function

Functions and business processes that have business continuity plans in place.

Disruption

An unexpected change that can disrupt services and operations. In this context, a disruption would
be caused by an emergency or incident (e.g. bushfire, flood, etc,).

People

Workers, volunteers, contractors, subcontractors, apprentices, trainees, students, work experience,
visitors. Includes anyone who is given access to DECYP assets or information.

7 Legislation

Adoption Act 1988
Archives Act 1983
Child Care Act 2001

Children, Young Persons and Their Families Act 1997

Children, Young Persons and Their Families (Transitional and Savings Provisions) Act 1998

Commissioner for Children and Young People Act 2016

Education Act 2016

Education and Care Services National Law (Application) Act 2011

Emergency Management Act 2006

Financial Management Act 2016

Libraries Act 1984

Personal Information Protection Act 2004

State Service Act 2000

Tasmanian Assessment, Standards and Certification Act 2003
Teachers Registration Act 2000

Work Health and Safety Act 2012

Youth Justice Act 1997
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